KEEPING PEOPLE SAFEAND
BUSINESSES RUNNING. FASTER.

EVERBRIDGE
CEM CRITICAL EVENT
MANAGEMENT

Used by 5400

organizations around
the world.

LEARN MORE AT:
WWW.EVERBRIDGE.COM

BRINGING YOUR CAMPUS BACK TO LIFE



Introduction

Industry Solutions Manager, Everbridge
Emergency Management Professional: City, County, State, Private Sector
Certified Emergency Manager, |AEM

Master Exercise Practitioner, FEMA

James Podlucky CEM, MEP National Emergency Management Advanced Academy, FEMA



Challenges

Prioritize Health and Safety Considerations
- Minimize Risk

+ Vaccinations

- Testing

- Personal Protective Equipment

- Emergency Response

'Return to Normal'
- Back on Campus
- Student Activities
- Social Life
» Mental Health

Logisitcs

- In-person and online

- Flexibility

« WFH (virtual office hours, etc.)




Critical Events' Impact on People, Assets, & Operations

Assets Risk Events

People

Internal
- Employees

. Staff « Campus Vl.olence
. Students « System Failures
« Fraud/Theft

i « Student Activisim
Infrastructure

- Building/Facilities

. Labs External
- - Severe Weather Events
« Transportation _
. IT Systems - Pandemic
2 - Wildfire
Reputation/Brand - Cyber Attacks
» Perception
- Image

« Awareness



Bringing Your Campus Back to Life

1. Understanding Threats to Campus St

A LOCATE

Identify

Stakeholders
@ and Assets

2. Responding in a Timely Manner

3. Managing Response and Recovery

4. Track Performance & Lessons Learned —

ANALYZE

Performance



Do You Understand Your Threats?
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Without a safe learning environment, colleges and universities
cannot deliver on their institutional mission.
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Understanding the Threat Landscape
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Understanding the Threat Landscape



ASSESS

Context and
Severity

ANALYZE

Performance

LOCATE

Identify

Stakeholders
@ and Assets

Manage
Response

Understand Threats

;f?VEg Peroptics: Global

FRANCE r o Cybersecutity Breach Detected

4 NATIONWII
) BILL SCHEI

Enable students, faculty staff to alert security team
Visually assess the situation
Re-assess continually as the threat evolves




How Are You Obtaining a Common Operating Picture?

Who Is Impacted7 Who Needs to Know? Who Can Help?



ASSESS

Context and
Severity

ANALYZE

Performance

LOCATE

Identify

Stakeholders
@ and Assets

ACT

Manage
Response

Respond in a Timely Manner

Locate who is at risk from a threat
Identify the right response resource
Quickly communicate with entire community




How Are You Managing Response?

Plan Execution
- Digitize
- Modifications

Automate Workflows
. Physical Security
- Digital Security
» Orchestration

Real-Time Visibility
. Status

A well-managed response when a critical event occurs can enhance an institution’s
Image.



Protecting Online Networks

Human
Behavior

Target ETHE
Messages Awareness

Effective
Communication

Promote
Cybersecurity
Practices




ASSESS

Context and
Severity

ANALYZE

Performance

LOCATE

Identify

Stakeholders
@ and Assets

ACT

Manage
Response

Manage Response and Recovery

'ty

ORCHESTRATION

Std. Operating Procedures
Communications | Device Control

. Maptfouge L)
.y Sy

Coordinate, collaborate and communicate
Automate plans, policies and procedures
Break down silos




How Are You Analyzing Performance?
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Capabilities



ASSESS

Context and
Severity

A

%everbridge“

ANALYZE

Performance

LOCATE

Identify
Stakeholders

@ and Assets

—_—
J ACT

Manage
Response

Improve Processes

Areas of
Improvement Root Cause
Analysis
Strengths ( o ‘ )
Corrective
Actions

Weaknesses
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J Track Performance & Lessons Learned




ASSESS

Context and
Severity

ANALYZE

Performance

LOCATE
Identify
Stakeholders

@ and Assets

ACT

Manage
Response

Always On
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Build Organizational Confidence
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Questions



